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InformationFlow
SGACS | Bpforcement
SG.AC-6 |Separation of Duties Applies at moderate and high impact levels
SG.AC-8 Kﬁiﬁ;ﬁ:sml Login Applies at all impact levels
_ .~ | Previous Logon
SG-ACT10 INotification
_+ |Concurrent Session
SG.AC-11 Control
SG.AC-12 |Session Lock H H L L|H
Remote Session
Access SG.AC-13 | Termination M M
Control
(SG.AC) Permitted Actions
SG.AC-14 |without Identification |H  HIH/ H/H/H M| M| M| H HHMMHH H H H
or Authentication
Wireless As . .
SG.AC-16 R(;;?r?cstsi Oncscess Applies at all impact levels
Use of External Appli i levels with additional . h P
SG.AC-18 |Information Control pplies at; all impact levels with additional requirement enhancements at moderate
S and high impact levels
ystems
SG.AC-19 Control System Applies at all impact levels
’ Access Restrictions bp p
SG.AC-20 ggg}:llg Accessible Applies at all impact levels
SG.AC-21 |Passwords Applies at all impact levels
Contact with Security
Awareness SG.AT-5 |Groups and
and Training Associations
(SG.AT) - s
SG.AT-6 %ect_lr}ty Responsibility Applies at all impact levels
raining
SG.AU-4 |Audit Storage Capacity | Applies at all impact levels
- |Response to Audit Applies at all impact levels with additional requirement enhancements at high
SG.AU-5
. Processing Failures impact level
SG.AU-7 ﬁgg:;g{ éﬁgg;i;tlil Oz;nd Applies at moderate and high impact levels
SG.AU-8 |Time Stamps 3}:(};1}13; lft all impact levels with additional requirement enhancements at moderate
Audit and Conduct and
Accountability [SG.AU-11 |oncuct an - Applies at all impact levels
(SG.AU) Frequency of Audits
SG.AU-12 |Auditor Qualification |Applies at all impact levels
SG.AU-13 | Audit Tools Applies at all impact levels
SG.AU-14 giﬁ;ﬁ nP;(élicy Applies at all impact levels
SG.AU-15 |Audit Generation Applies at all impact levels
SG.AU-16 | Non-Repudiation ‘ ‘ ‘ ‘ ‘ ‘M‘M‘M‘ ‘ ‘ ‘H‘H‘ ‘M‘ ‘ ‘ ‘H‘H‘H
Security Assessment
SG.CA-1 |and Authorization Applies at all impact levels
Policy and Procedures
iecurity ¢ SG.CA-2 |Security Assessments |Applies at all impact levels
ssessmen
and Continuous s s
Authorization SG.CA-3 Improvement Applies at all impact levels
(SG.cA) . .
SG.CA-5 Security Authorization Applies at all impact levels
to Operate
SG.CA-6 |Continuous Monitoring | Applies at all impact levels
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Confi tion for Least . .
. SG.CM-7 Fﬁg;ﬁgﬁiﬁg or Leas Applies at all impact levels
Configuration
Management |SG.CM-8 |Component Inventory |Applies at all impact levels
(SG.CM)
Confi ti . .
SG.CM-11 M(;I;;gé‘léﬁell’;)él Plan Applies at all impact levels
Continuity of
SG.CP-1 |Operations Policy and |Applies at all impact levels
Procedures
_ .| Continuity of . .
SG.CP-4 Operations Training Applies at all impact levels
Continuity of |SG.CP—7 |Alternate Storage Sites Applies at moderate and high impact levels with additional requirement
Operations ’ g enhancements at moderate and high impact levels
(SG.CP) Alternate Appli d d high i 1 1 ith additi 1 .
SG.CP-8 |Telecommunication pplies at moderate an igh 1mpact evels with additional requirement
Services enhancements at moderate and high impact levels
SG.CP-9 Alternate Control Applies at moderate and high impact levels with additional requirement
’ Center enhancements at moderate and high impact levels
SG.CP-11 |Fail-Safe Response Applies at high impact levels
Identification and
SG.JA-1 |Authentication Policy |Applies at all impact levels
. . and Procedures
Identification
and SG.JIA-2 |Identifier Management |Applies at all impact levels
Authentication - - -
(SG.1A) SG.IA-5 Device Ident%ﬁca.tlon Hlulala M| M M H H g o
and Authentication
SG.IA-6 |Authenticator Feedback| L |L |L |L|L|L|H/H|L|L HH/ L H|L|L L|L
Information and
Document . -
Information SG.ID-1 Management Policy and Applies at all impact levels
and Document Procedures
Management
(SG.ID) SG.ID-4 |Information Exchange |Applies at all impact levels
SG.ID-5 |Automated Labeling
- Incident Response . .
SG.IR-1 Policy and Procedures Applies at all impact levels
SG.IR-3 ’II‘I;calgsIIllthesponse Applies at all impact levels
- Incident Response . .
Incident SG.IR—4 Testing and Exercises Applies at all impact levels
Response
(SG.IR) SG.IR-5 |Incident Handling Applies at all impact levels
SG.IR-6 |Incident Monitoring Applies at all impact levels
SG.IR-7 |Incident Reporting Applies at all impact levels
SG.IR-10 Smart Grid Information | Applies at all impact levels with additional requirement enhancements at moderate
: System Backup and high impact levels
Smart Grid Information
SG.MA-1 |System Maintenance |Applies at all impact levels
Policy and Procedures
. Legacy Smart Grid
Smart Grid SG.MA-2 |Information System Applies at all impact levels
Information Updates
System
Development SG.MA-3 Smart Grid Information|Applies at all impact levels with additional requirement enhancements at high
and : System Maintenance |impact levels
Maintenance
(SG.MA) SG.MA—4 |Maintenance Tools Applies at all impact levels
SG.MA-5 |Maintenance Personnel | Applies at all impact levels
SG.MA-6 |Remote Maintenance Applies at all impact levels with additional requirement enhancements at high
: impact levels
Media Protection Poli . .
SG.MP-1 an% 1;11‘ o;:dleﬁ"elsn oncy Applies at all impact levels
glls)(‘i;action SG.MP-3 |Media Marking Applies at moderate and high impact levels
(SG.MP) SG.MP-4 |Media Storage Applies at all impact levels
SG.MP-5 |Media Transport Applies at all impact levels
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SG.PE-8 ggfggﬁgﬁy Shutoff Applies at all impact levels
SG.PE-9 |Emergency Power Appligs at all impact levels with additional requirement enhancements at moderate
Physical and ) and high
Elné/;%r;gl;nt SG.PE-10 |Delivery and Removal |Applies at all impact levels
(SG.PE) SG.PE-11 |Alternate Work Site Applies at all impact levels
Location of Smart Grid . . . " . .
SG.PE-12 h?f(; i;’:tﬂm é’; 2€emrl Apphes1 at 1all impact levels with additional requirement enhancements at high
Assets impact leve
_ Strategic Planning . .
SG.PL-1 Policy and Procedures Applies at all impact levels
Planning SG.PL-2 S;?ZLGéégJE{;rﬁzgon Applies at all impact levels
(SG.PL)
SG.PL-3 |Rules of Behavior Applies at all impact levels
SG.PL—4 i;ls‘gzgniﬁgaa Applies at all impact levels
SG.PM-2 |Security Program Plan |Applies at all impact levels
SG.PM-3 iirzﬁ) (f r%\é[;inagement Applies at all impact levels
Security SG.PM—4 |Security Architecture |Applies at all impact levels
Program :
Management |SG.PM-5 g;lsﬂ{:tlg/[anagement Applies at all impact levels
(SG.PM) sy
S ity Authorizati . .
SG.PM-6 t:glgér);tellf’rc?géz: 1on Applies at all impact levels
SG.PM-7 %,/Escséggﬁ ?&ﬁ?zi Applies at all impact levels
SG.PS—6 |Access Agreements Applies at all impact levels
Personnel Personnel
Security SG.PS-8 s Applies at all impact levels
(SG.PS) Accountability
SG.PS-9 |Personnel Roles Applies at all impact levels
Risk
Management
and SG.RA-3 |Security Impact Level |Applies at all impact levels
Assessment
(SG.RA)
Smart Grid Information
_ System and Services . .
SG.SA-1 Acquisition Policy and Applies at all impact levels
Procedures
Security Policies for
SG.SA-2 |Contractors and Third |Applies at all impact levels
Parties
SG.SA-3 |Life-Cycle Support Applies at all impact levels
SG.SA-4 |Acquisitions Applies at all impact levels
Smart Grid SG.SA-5 g;‘:gn(}godciﬁggaﬁiln Applies at all impact levels
Information
System and _. |Software License Usage : .
Services SG.SA-6 Restrictions Applies at all impact levels
Acquisition
(SG.sA) SG.SA-7 gosfir‘;;?estalled Applies at all impact levels
SG.SA-8 %ﬁfg;i;{egngi neering Applies at all impact levels
Developer
SG.SA-9 |Configuration Applies at all impact levels
Management
. |Developer Security . .
SG.SA-10 Testing Applies at all impact levels
SG.SA-11 g‘;&%lgfugr}: am Applies at all impact levels
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System and Information
SG.SI-1 |Integrity Policy and Applies at all impact levels
Smart Grid Procedures
Information .
System and  |SG.SI-5 i‘&m.lnty Alerts and Applies at all impact levels
Information ViSOoT1es
Integrity Software and
(SG.SI) SG.SI-7 Information Integrity HHHHHHMM M H M| H H/ M| M|H
SG.SI-9  |Error Handling Applies at all impact levels
Communications
SG.8C-2 Partitioning
SG.SC-3 [fecurity Function H|H|HH M| M H|H|M|M| |H| |H|H|H
SG.SC-4 |Information Remnants
SG.SC-5 |penialof Service H|(M|H|M| MM M|M| |M M M
SG.SC-6 |Resource Priority
SG.SC-g | ommunication H|H|H|/H|/H/HMMMHMMHHMM |HHHH
ntegrity
Communication
5G.SC-9 Confidentiality H|H H H
SG.SC-10 |Trusted Path
SG.SC-11 gggﬁﬁgﬁ;gﬁ Ia{flﬁ ﬁrll)pallicisl ;rte?sn impact levels with additional requirement enhancements at high
Management p
Use of Validated . .
SG.SC-12 Cryptography Applies at all impact levels
SG.SC-13 ggiﬂaﬁéitgive Applies at all impact levels
» Transmission of
Smart Grid SG.SC-14 Security Parameters
Information
Public Key
(szrs;fnrﬁéggﬁ on|SG-SC-15 énfra}?_tructure Applies at all impact levels
Protection (SG. ertificates
SC) SG.SC-16 |Mobile Code Applies at moderate and high impact levels
Voice-Over Internet
SG.SC-17 | protocol
SG.SC-20 |[Message Authenticity |Applies at all impact levels
SG.SC-21 %‘;ngstﬁinéi@ ici(iress Applies at all impact levels
SG.SC—22 |Fail in Known State Applies at moderate and high impact levels
SG.SC-23 |Thin Nodes
SG.SC-24 |Honeypots
Operating System—
SG.SC—25 |Independent
Applications
o |Confidentiality of
5G.SC-26 Information at Rest HIH HIH H H
SG.SC-27 |Heterogeneity
_oq | Virtualization
5G.SC-28 Technique
SG.SC-29 %PPl.ic.atif’n H|H|H|H|H|H H H|H H|H|H|H HH
artitioning
_op |Information System . S
SG.SC-30 Partitioning Applies at moderate and high impact levels

(Hi1) NISTIR 7628.




